
Too long, didn’t read 
Since the adoption of the General Data Protection Regulation (GDPR) on May 24, 2016, European 
data privacy legislation has undergone a paradigm shift from being complicated and region-specific to 
just universally complicated [1]. As GDPR asserts governance over personal data processing in the 
European Union (EU) and EU data subjects[2]. These legislative changes have impacted the global 
data privacy landscape and technology development across public and private sectors[3], [4]. 
Degeling et al. [1] evaluate the impact of GDPR on general web privacy by providing compliance 
focussed analyses of privacy policies and cookie consent notices from 6759 websites. Though the 
empirical study presents findings which indicate a positive impact of GDPR on global data privacy, the 
authors briefly acknowledge potential negative impacts due to the increased cognitive burden on 
data subjects[1], [5]. 
 
We value your privacy: 
The authors observed overall improvements to website privacy policies due to GDPR compliance 
requirements[1].  
Though theoretically sound, the idea that data subjects are benefitting from these verbose legal 
documents in practical ways seems a little closer to fiction. Users are likely to ignore[6] privacy 
policies due to their terse and time-consuming nature[1], [5], [7].  
 
What is the value of a privacy policy? 
 
Have some cookies 
A cookie is “a way for an origin server to send state information to a user agent and for the user agent 
to return the state information to the origin server” [8]. 
Primarily, GDPR cookie compliance manifests as cookie consent notices although their 
implementation is not legally required[2], [5]. Degeling et al. noted the increased sophistication and 
prevalence of cookie banners around the period of May 2018, when GDPR became legally applicable.  
This indicates that the burden and level of complexity surrounding GDPR compliance[4] is simply 
transferred by companies onto users[7], [9]–[11].  
 
“I agree…” 
Since GDPR adoption in 2018, several non-EU countries have passed similar data privacy 
legislation[12], [13]. Although such legislation is generally considered a move in the right direction, 
their practical implications present more complex issues. 
In essence, consent is central to relationships between data subjects and web services, and legislation 
compliance[1], [2], [5], [9], [10], [14]. Unfortunately, this raises some complex issues around 
ambiguous interpretations of the terms “informed consent” or “freely given consent”. 
Is it fair to assume a that a user has provided consent by accepting privacy and cookie policies that are 
beyond the user’s understanding?  
Is the consent of children under 16 years of age considered valid without parental guidance or 
approval? 
 
Can consent be considered valid if it is obtained through an ultimatum which offers no alternatives 
other than exclusion from or termination of service?  
 
Why should we care? 
Would you be comfortable with sharing your internet habits and behaviour anonymously? 
Researchers have demonstrated the ability to re-identify 99.98% users from anonymised datasets 
using only 15 demographic attributes[15]. 
 
Who owns the data you provide to a web service? 
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